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(54) Currency note comprising an Integrated circuit 



(57) TTie present invention relates to a cunency 
note (BN) provided wHh an identification and/or authen- 
tication elem^ consisting of an intonated circuit (IC) 
whicTi can store, securely in electronic form, accessiksle 



from outside, such information as: the value, serial 
number, issuer, and date of issuance. 
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Description 

[0001] This invention relates to cuirency notes incor- 
porating an identification andfor authentication element 
[00Q2] The identification and authentication of cur- 5 
rency notes, such as banknotes, checks, stocks, and 
bonds, is a long-standing problem. 
[0003] Reference will be made hereinafter to ban- 
kTKrtes. although the inventron is not Rmited thereto. 
{00041 Lrttle has been achieved in the direction of ban- io 
knote identifcation. besides the overprinting of serial 
numbers. Invisi)le paint marking have been used 
occasKHially for ransom payments. 
[00051 On the other hand, rmic^ has been ctone to 
have banknotes authenticated, in an effort to defeat an is 
alert counterfeiting industry. 

[0006] Among the techniques adopted are: the use of 
special papers, special inks and spedal patterns, the 
inclusk)n of watermaris and the inclusion of plains, 
metal or magnetic strips. Some of these technk^ues are so 
described in US Patents 4.462.866; 4.652.015; 
4.943,093; and 5,161,829, incorporated hereto by refer- 
ence 

[0007] All these techniques have the disadvantage of 
being either easily forged or diffkailt to authenticate by 2s 
the general publk; and by bank persormef. 
[0008] It is the object of this invention to provcie a cur- 
rency note which is more secure and easy to identify 
and/or authenticate. 

[0009] This object is achieved by a currency note hav- 3o 
ing the characterizing features set forth in Claim 1 . Fur- 
ther advantageous aspects of this invention are set forth 
in the sU>claims. 

[0010] The idea behind tfiis invention is one of using, 
as an identifying and/br authenticating element an inte- as 
grated circuit applied to or embedded in the note. 
[0011] The invention can be more dearly understood 
by reading the following description in conjunction with 
tfie accompanying drawings, where: 

40 

Hgures 1 , 2 and 3 respectively show three different 
banknotes accorcfing to the invention; 

Figures 4, 5, 6, 7 and 8 show respective cross-sec- 
tional views taken through five different banknotes 46 

according to the invention at the focation of the inte- 
grated circuit; 

Figure 9 shows a fourth banknote according to the 
invention; and 

Figure 10 is a vertwal CToss-section view taken 
tfrouQh the banknote of Rgure 9 at the location of 
the integrated drcuit 



[0012] The use of integrated drctats applied on a sub- 
strate, such as an adhesive label, for the purpose of 
kjentifying objects, e.g. artides in a supermarket, is 
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known under the trademaric "Si^jertag". and described 
in US Patent 5,566,441. US Patent 5.537.105 
describes, on the other hand, a ccwresponding RFID 
{Radfo Frequency Wenttfkation) systera This system 
comprises an interrogator and a plurafity of passive 
transponders equ^jped with an antenna and having the 
integrated drcuit for their electrical core piece US Pat- 
ents 5,537.105 and 5,566,441 are incorporated hereto 
by reference. 

[0013] The utilization of integrated drcuitsftsr Wentify- 
ing (bank, telephone, etc.) credit accounts and their 
owners is known from the use of smart cards. Earfy 
smart cards had contacts, but contad-less cards have 
been introduced more recentf y. Extensive technfcal and 
patent literature is available covering the electronfo. 
chemical and mechanical aspects of such cards. 
[0014] hfowever. integrated drcuHs have never been 
i«ed for the purpose of klentifyir^ or authenticatir^ cur- 
rency notes, as provkJed t)y this invention, nor have the 
impGcations of such t>een heeded heretofore 
B)0151 Figures 1,2 and 3 show three different enfood- 
iments of a banknote BN according to the invention, 
whfoh banknote incorporates an integrated drcuit IC as 
Hs kjentifying andfor autti^tticating element Alterna- 
tively, two or more integrated drcuits coidd be intercon- 
nected within each banknote, although tttis cMce 
wouW be less advantageous due to the diffculty of 
establishing a large number of electric connections 
within a banknote 

[0O16] The integrated drcuit IC is to store information 
that can be read by a suitable authentication ^)paratus 
external of tile banknote BN, inasimflar manner to the 
aforementioned "Stpertag" system and contact or con- 
tact-less smart cards. 

[0017] The items of infomnation stored by the inte- 
grated drcuit may be, for example, a real or par value, 
identity, date of issuance, and issi^ of the note. This 
information may also appear in print on the note, more 
or less as ffi current practice. Based on such infonma- 
tion, tile note can be readily ki«itif ied. even in an auto- 
matic manner. 

[0018] In addition, the very presence <rf an integrated 
drcuit capable of transmitting predetermined response 
signals in response to predetemnned interrogation sig- 
nals represents an effective authentication element In 
feet integrated drcuits are no artides that can be fabri- 
cated at tyro level, and surely not at a low cost 
[0019] If required, however, measures can be taken to 
cfiscourage too easy a replication of the integrated cir- 
cuit and some such measures have already been pro- 
posed andfor adopted for smart cards. 
[D020] In the en*odiment of F^re 3. the integrated 
drcuit IC has no terminals, and includes an integrated 
antenra ANT, whfoh may be a loop of a conductive 
material formed in the peripheral regfon of the inte- 
grated drcuit The word "tenninate" means h^-e areas 
of the integrated drcuit whfoh are preananged for ^ec- 
tricaDy connecting the integrated circuit to external elec- 
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tic and/br electronic drcuits. 
[0021] In tfe case, the interrogatiwi and resporee 
signals are RF signals, and accordingly, the integiated 
drcuit IC is to include suitable drcuitry for receiving and 
transmitting them, and capak)le of s^-feeding by RF 
power, similar to the integrated circuits of contact-less 
smart cards. 

10022] In the enrtxxfiments of Figures 1, 2 and 9. the 
integrated droit IC has two terminate T1 and T2, artt- 
ted from Figures 1 and ^ These teminals may be pro- 
vided on one lace or on opposite faces of the integrated 
ctrcutlC. 

[0023] Tw© terminals are a ntinimum for establishing 
between two electrk: systems a bi-directional transmis- 
sion of infomrational signals and a one-way transmis- 
sion of power. Of course, the integrated drcuit IC may 
be fMovkled with plural tennnnals; in genwal. thfe woiid 
Imng about a simplification in the drcuitry within the 
integrated drcuit IC. but also a complication in the con- 
struction of the banknote BN. 
[0024] In the embocfiments of Figures 1 and 2. the 
banknote BN ateo indudes an antenna whfch is con- 
nected to the terminate T1 and T2. Of course, the inte- 
grated drcuit IC and/br the banknote BN cc»jW be 
provided with a receiving antenna and a transrrttting 
antenna, although this wouki invoh^ added conplewty 
and cost 

[0025] In the embocfimwtt of Figure 1, the antenna 
comprises two electric comAjctors CI and C2 con- 
nected to the tenminate T1 and T2, respectively, and 
embedded In the nota Accordingly, the antenna te an 
open dipda TWs is similar to the arrangement provided 
in the "Supertag* systera 

[0026] In the embocfinr^ of Figure 2. the antenna 
consislsof a kxjp LP formed from an electric conductor 
which has its two ends connected to the temiinals T1 
and 72 and fe embedded m the nota Accordingly, thfe 
antenna te a dosed dqpde. The k>op can also be sakJ to 
form the secondary winding of an air-core transformer 
fiaving its primary winc&ng placed within the authentica- 
tbn apparatus. This te similar to the arrangement pro- 
vided for contact-less smart cards. 
[0027] Whereas the absence of contacts te a definite 
advantage with smart cards, thfe may not always be so 
in the instance of banknotes. In fact, the avaOability of at 
least two contacts on the banknote, for commuacating 
with and powering the integrated circuit IC. alfows the 
layout of the latter to be simplified and its cost reduced, 
wfiich con^itutes a critk^al factor in an applkabon such 
as thfe. Furthenmora the occastons vi*ien a banknote fe 
to be positively authenticated are far less frec^ent than 
in the operatfon of a smart card, and therefora the 
inconvenience represented by the electric contact te 
less of a penalty. 

[0028] For the purposa the banknote BN may addi- 
tionally indude two electric conductors C1 and C2 con- 
nected electrically to the terminate T1 and T2, and 
havir^ two external ccmtact pads A1 and A2. respec- 



tively. These pate may be on the same face or differ^ 

feces of the banknote BN. and in the extrema located at 
an edge thereof. 

[0029] Alternatively, the temrwiate T1 and T2 of the 
s integiated drcuit IC couW be male accessble directly 
fr<Hn outskje the banknote BN for ^ectric contacting, as 
in the embodiment of Rgure 9. The temtinate might 
tocate on and be accessed from differenl sides of the 
banknote BN. 

10 [0030] In either of these cases wfhere the banknote BN 
fe provided with external oontart pads, the integated 
drcuit IC layout can be similar to that of a smart card 
Vith contacts". 

[0031] The electric conductors CI. LP can be 
IS formed in the banknote by any of several methocte: they 
may be printed in conductive ink, be thin wires en*)ed- 
ded in the nota or be very thin {ag. 300A thfcJ^ metal 
strps deposited onto tNn (ag. lOjim thkjg plasbcs 
strps embedded in the rK>ta 
20 [0032] Among the nK)stcritk:al factors to a large-scale 
implementation of thfe inventfonarethecostof the inte- 
grated drcuit, more generally of the banknota and the 
thickness dimenskm of the integrated drcuit. 
[0033] The co^ of the security devfca i.a the inte- 
rs grateddrcutoughttobereiatedtothedenominatfonof 
the note (banknota check, bill. bond. eta). For exanpla 
the cost of a fairiy simple integrated drcuit may amount 
to a hatf-ddlar and. accordingly, it wouU seem reasona- 
ble to use the drcuit fw denominations upward of fffty 
30 ddlars. Therefore, if the utilizatton of thfe invention te to 
be extended to include tower denoninalions. of primary 
consideration become: the use of inexpensive semkx3n- 
ductor manufacturing processes; an integrated drcut 
layout of small area, and hence simple drcuitry. so that 
35 a semiconductor wafer can accommodate a large 

numberof them; and the adoption of very targe volume 
manufacturing methods. 

[0034] For the banknote to be easy to handle, the 
thfckness of the insert consfeting of the integrated drcuit 
40 shouW not exceed that of standard banknote paper. To 
quote, stanch sheet paper for offfoe use is 30 to 60^m 
thfek. ply p^)er for banknote printing h^ a thk*ness of 
50to lOOjim, thin opaque or transparent sheet plastics 
may range in thickness from 8 to 15>im. and the thick- 
45 ness of an integrated drcuit for smart cards te approxi- 
mately 18(^im. 

[0035] Thua a suitable thfckness for the inteffated cir- 
cuit in thfe inventfon wouW be less than 1 0Oiun. prefera- 
bly less than 50pm. For example, using the CMP 
50 (Chemical MechantoalPofishing) method, the thkJaiess 
of the dlfeon (fie has been cut down to 40pm in the lab, 
without dama^ng any of the drcuitry included in the 
integrated circuits that form the chip. 
[P036] Some embodiments of a banknote acconfing to 
55 the inventbn will now be described with tfw aid of sec- 
tional views thereof. These sectional views are taken at 
the tocations of the integrated drcuit IC. and of the con- 
ductors CI, C2, LP. where r^ovided. The banknote con- 
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struction obviousty is simpler el^where. 
[0037] In FiQure 4, the banknote comprfees a first 
sheet paper layer LI and a second sheet paper layer L2 
overfying the first Sandwiched l)etween these layers is 
the integrated circuit IC provided with (vfeiWe) T1 and 
fmvisiljle) 72 terminate. Also sandwiched between the 
layers LI and L2 are a thin plastics layer L3 and a very 
thin metal layer, deposited over the \ay& L3 thatfomis 
the conductor CI. The conductorCI has a contect pad 
A1 wNch appears at the surface of the layer L2 and con- 
tacts the tenrranalTI. 

10038] In Frgure 5, the banknote comprises first LI 
and second L2 overlapping sheet paper layers, and first 
L3 and second L4 thin plastics layers which are ^3er- 
tfl-ed at the inte^ated circuit IC. A very thin nrietai layer 
is deposited onto the lay^ L3 and fonms the condurtor 
C2. The inte^ed circuit IC is sandwiched between the 
layers L3 and L4 and has finvisWe) T1 and (visible) 12 
terminal& Rgure 5 could be. for example, a cross-sec- 
tion through the banknote BN of Rgure 1 . 
[0039] In Figure 6, the bankrwte comprises first L3 
and second L4 thin overlapping plastics layers, and first 
LI and second L2 overlapping sheet paper layers. The 
layers LI and L2 overlie the layers L3 and L4. The layers 
LI and L2 are apertured at the integrated circuit IC. The 
integrated circuit IC is sandwiched between the layers 
L3 and L4. and provided with an integrated antenna 
AhfT. Figure 6 could be. for ©cample, a crossrsectkm 
through the banknote BN of Figure 3. 
[0040] In Figure 7, the banknote comprises fvsH LI 
and second L2 overlapping sheet paper byeis. and a 
thin plastics layer L4 placed between the layers LI and 
L2. The layer L2 is apertured at the nntegrated circuit IC. 
The integrated droit IC is placed between the l^ers LI 
and L4 and provided with (visUe) T1 and pnvisible) T2 
terminals. Printed In conductive ink onto the layer LI is 
a k)op LP in contact with the terminals T1 andT2. F^- 

ure 7 couW b^ for exairple, a cross-section through the 
banknote BN of Figure 2. 

[0041] In Figure 8, the banknote comprises a sin^e 
sheet paper 1^ LL. and first L3 and second L4 tNn 
plastics layers enctosffig it The layer LL is apertured at 
tfie integrated circuit IC. The integrated ctrcuit IC is 
placed between the layers L3 and L4 and provided with 
an integrated antenna ANT. Figure a couM be; for escam- 

ple. a cross-section through the banknote BN of Figure 

3. 

[0042] In Figure 10, the banknote comprises a single 
sheet paper layer LL, and first L3 and second L4 thin 
plastics layers enctosing it The layer LL is apertured at 
the integrated circuit IC. The integrated droit IC is 
placed between the layers L3 and L4 and provWed with 
two terminate T1 and T2whk:h appear at the surface of 
the layer L4 and. ther^e, can be accessed drectiy 
from outside the banknote BN for electric contart pur- 
poses. F^e 10 te a cross-section through the ban- 
knote BN of Rgure 9. 

[0043] In all of the above errtxxfiments, the integrated 



droit IC fe fully feolated from the note ext^or. In gen- 
eral, the integrated circuit IC should be provided with 

siitable passivation layers to protect and seal it at l^st 
frommotstura 

s [0044] As previously mentioned, the information that 
can be stored in the integrated drcuit IC te, for exarrple, 
a real or par value, the iden% the fesuer. and the date 
of issuance of the note. 

[0045] The integrated drcuit IC may be adapted to 
10 store thfe and/br other elements of information in a 
crypted form, such as read and^or write passwords. 
[0046] Thus, the authentication operation corre- 
sponds to reading the infonmation from the integrated 
drcuit and checking it for correctness in an automatic or 
75 manual manner. The reading m^ be free or siAxmfi- 
nate to the integrated drcuit receiving a read password. 
[0047] Of course, such information has been prelini- 
narty recorded in the integrated drcuiL Thfe can be 
ctone either by the manufacturer of the integrated drcuit 
20 or the tesuer or a dfetrfoutor acting on behalf of the 
fesuer (ag., a bank branch office). The recording of 
information could be effected, if desired, t>y a number of 
entities at different stages; each entity would typfoally 
enter information of its own province^ 
25 [0048] In view of the tofw-cost fabrication of integrated 
droits at tyro level being virtually irrpossible, forgers 
inay be expected to attempt the removal of integrated 
droits from fow denominatkMi notes, altering the infor- 
mation stored therebi. and transfemng them to forged 
30 notes of higher denomination. 

[0049] To prevent forgers from tampering with stored 
information, it can be arrar^ed for the integrated drcuit 

to request a pasQMVd bdore inforniation can be vnitten 
thereinto 

35 [D050] In a simpler v«y. the bitegrated droit may be 
provided with a non^latile memory whfeh can be pro- 
cammed only once, that fe by an irreversfole physfoal 
action. 

[0051] Such a memory could be selected from ROMs. 
40 PROMs. UPROMs or CAMs or fused memories. 
EPROMs without erase windows or EEPROMs without 
erase drcuits, in decreasing order of security level. 
Another factor not to be overiooked fe ease of pro^am- 
muDg. ROMs can only be factory programmed (so that 
45 each note must be provkJed with an individually different 
ffitegrated droit), while PROMs and EPROMs require 
Ngh program voltages^ The manufacturing cost of the 
integrated drcuit te also a factor. 
[0052] An alternative chok^ewoukj be to provide the 
so iritegrated droit with a non-volatfle memory for storing 
kJentity information, and with a security drcuit having a 
non-erasable (i.a programmable only once) memory, 
such as a fused memory, and being dfective to inhftwt 
programming of the norv-volatOe memory in relation to 
55 the contente of tiie rK)n-erasable memory. In thfe case, 
the fdkMring procedure may be used. Each time that the 
integrated droit receives a program command, it 
checks the non^erasaUe memory for its contents: if 
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these cootents reveal that the non-volatile memory has 
already been programmed, the program conwnand is 
not executed; othenwse, the command s executed, and 
the contents of the nor>-efasak)le menxxy are set to pre- 
vent future re^xogramnriing. This safeguard against re^ 5 
progiamrring may t)e provided for segnronte rather than 
the whole menfKvy. 

[0053] To avoid interference on the stored information, 
and physical attack (by racfiatfon or thermal treatment)! 
it should not be cvertooked the possfoilities offered w 
electrically reixo^ammng, ag. bits not y« pro- 
grammed within an already progranroed byte. A way of 
solving this problem systematically is to have the infor- 
matfon to be stored suitably encoded. For example, by 
arranging for two bHs, to be stored by the code "^ero" -> is 
"01" and "one" -> "10". to correspond to each inlbnna- 
tion bit, it woiid become imposs33le to tum a "iero" into 
a "one", or a "one" into a "zero", by any operations 
attempted on the memory after the initial programming 
operation. ^ 

[0054] A second non-volatfle memory, with reduced or 
no protectioa could be provided additionally to a fully 
safeguarded non-volatile memory, ag. for bank branch 
offices to record information in a banknota For exam- 
ple, the first memory might be of the fused type and the 2s 
second memory be either safeguarded by means of a 
write password or be freely programmabia 
IQOSSl This can also be achieved with a single mem- 
ory arr^ divided into two or more segments. For ©(am- 
ple, the non-erasable memory may be adapted to store 30 
a plurality Of bits, each bit being associated with a difter- 
enl nremory segment, and some of these bits having 
fixed informational contents to incf cate that the segment 
is freely programmable, whfle other bits would have var- 
ying informatfonal contents as prevfousty explained. ss 
[OOsq Of course, all of the technological and econom- 
ical consKlerations submitted hereinabove would be 
sut)iect to continual evolutfon. 

Claims ^ 

1. A currency note (BN). characterized in that it 
includes at least one inte^ated cffcurt (IC) as its 
identrffcatfon and/br authentfoatfon elemenL 

45 

2- Anote(BN) ^xx>rding to Claim 1, wherein the inte- 
grated drcuit (IC) has an integrated antenna (ANT) 
andnoterminala 

3. A note (BhOaccordng to Qaiml. wherein the inte- so 
grated circuit (IC) has two or more terminals 
{T1.T2). 

4, A note (BN) accordng to Claim 1, wherein the inte- 
grated arcUt (IC) thickness is less than lOOjun. ss 
preferably less than SC^int 



an antenna (C1,C^;LP) which is connected dectri- 
cally to saki temrinals (T1 .T2). 

6. A note (BhO according to Claim 5, wherein the 
antenna conprises two dectrfo conductors (C1,C2) 
enfoedded in the note. 

7. A note (BM) according to Claim 5, wherein the 
antenna consists of a foop (LP) comprising an elec- 
tnc conductor embedded inthenota 

8- A rwte(BN) according to aaim 3. further including 
two electric conductors (C1,C2) connected electri- 
cally to saki terminals and provided with two exter- 
nal contact pads (A1.A2), respectively 

9. A note (BN) according to Claim 3, wherein saki ta-- 
minals (T1 .T2) are accessfole cfirectly from outskJe 
the note for electrfo contacting purposes. 

ia A note (BN) according to Claim 1 . wheran the inte- 
grated drcuit (IC) adapted to store informatfon. 

11. A note (BN) according to Clamfi 10, wherein the 
HTitegrated circuit (IC) is adapted to ^ore informa- 
tfon relating to the face value of the nota 

12. A note (BN) according to Oam 10, wherein the 
integrated drcuit (IC) adapted to ^e informa- 
tfon relating to the ktentity of the nota 

ia A note (BN) according to Claim 10. wherein the 
integrated drcuit (IQ is adapted to store informa- 
tfon relating to the issuer of the nota 

14w A note (BN) according to Claim 10, wvherein the 
integrated drcuit (IC) is adapted to store informa- 
tfon relating to the cfote of issuance of the nota 

15. A note (BN) according to Claim 10. wherein the 
integrated drcuit (IC) is adapted to store different 
elements of informatfon at different timea 

16. A note (BN) according to Claim 10, wherein the 
integrated drcuit (IQ indudes a norwolatOe mem- 
ory programmable only onca 

17. A note (BN) according to Claim 10, wherevi the 
integrated circuit (IC) inductes a norwolatBe mem- 
ory for storirig saki infonmatton, as wefl a security 
drcuit provkled with a non-erasable memory and 
adapted toir^M the programming of said non-vol- 
atile memory in relation to the infbrmatiwial con- 
taits of saki non-erasable memory 



5. A note (BN) according to Oaxm 3, furtha- indufing 
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